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WHAT MAY YOU ENCOUNTER?

e Challenges may include:
* Web-based attacks
* Common vulnerabilities found within websites across the internet
* Windows & Linux privilege escalation
* Find vulnerabilities to move from a user to an administrator
e Packet capture & log analysis

* A network traffic capture or various application / server logs
commonly analyzed by cyber incident responders to retrace an
adversary’s steps

e Steganography ND D”E WIH JE Elﬂ EXDEFt |ﬂ

* The practice of concealing a file, message, image, or video within

another file, message, image, or video EVE rythlng_ T_”S IS a EhanEE

* Reverse engineering

* The processes of extracting knowledge or design information t[l EXIJ a n d yl:l I_I P S kl ‘ ‘ S

from anything man-made and reproducing it or reproducing
anything based on the extracted information

e Cryptography

* The construction and analysis of techniques that prevent
eavesdroppers from reading private messages
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WHAT WOULD BE GOOD TO KNOW?

THESE TOPICS WILL HELP YOU PREPARE FOR THE COMPETITION




GENERAL SKILLS & ABILITIES

Raw Params Headers Hex
POST ay.php HITPS1.1
- . . Host:
[ Fam'l'ar'ty W|th"_ User-Agent: Mozillas5.0 (Macintosh; Intel Mac 03 X 10.13; rv:55.0)
Gecko/EZ0100101 Firefox/sE&.0
Aocept:

text/html  application/xhtml+txm]  application/xml ;q=0_9 */*;q=0_8
bocept-Lanouage: en-U5  en;gq=0.5

* Linux & bash (including common CLI tools) Content-Type: spplication/x-wwm-form-urlencoded

Content-Length: 27

Cookie: accountUsernsme=CaryWilliamHunter; accountPasswor

e Common inter—computer communications _phk_id.1.1039=82d492750acdf667fd. 1610744855, 1. 1510745255, 1610744855 ;

61 2017-11-14 18:28:17.499775  141.246.71.147 204.68.148.236 TCP 54 56337 + 80 [ACK] Seq=1 Ack=1 Win=65536 Len=8
PY Ka I I & M eta S |0|t 62 2017-11-14 18:28:17.500004  141.240.71.147 204.68.148.236 HTTP 193 GET / HTTP/1.1
p ! 63 2017-11-14 18:28:17.534635  Microsof_46:7d:3c  Broadcast ARP 68 Who has 141.248.7 Mark/Unmark Packet Ctrl+ M
64 2017-11-14 18:28:17.563893  204.68.148.236 141.248.71.147 HTTP 1089 HTTP/1.1 362 Foun Ignere/Unignore Packet Ctrl+D
65 2817-11-14 18:28:17.563898 284.68.148.236 141.248.71.147 TCP 68 88 -+ 56337 [FIN) Set/Unset Time Refersnce CtrlsT
66 2817-11-14 18:28:17.564867 141.248.71.147 284.68.148.236 TCP 54 56337 + 8@ [A[K]
67 2017-11-14 18:28:17.564161  141.246.71.147 204.68.148.236 TCP 54 56337 + 80 [FIN, Time Shift... Ctel+ Shift-T
' 68 2017-11-14 18:28:17.569563  141.240.71.147 204.68.148.236 TCP 66 56338 > 80 [SYN] Packet Comment... Ctrl+Alt+C £ _PERM=1
. L 69 2017-11-14 18:28:17.689959  204.68.140.236 141.248.71.147 TCP 66 80 > 56337 [ACK]
L N etWO rk / H Ost re CO n ( n m a p / WI res h a rk) 78 2017-11-14 18:28:17.616154  204.68.140.236 141.248.71.147 TCP 66 80 > 56338 [SYN, Edit Resolved Name B SACK_PERM=1 WS=1
71 2017-11-14 18:28:17.616458  141.246.71.147 204.68.146.236 Tcp 54 56333 - 80 [ACK]
72 2017-11-14 18:28:17.618138  141.240.71.147 204.68.140.236 HTTP 208 GET /accelerated_ Apply as Filter 4
73 2017-11-14 18:28:17.665463  204.68.148.236 141.248.71.147 TCP 426 88 + 56338 [PSH, Prepare 3 Filter » P segment of a reassemb
74 2017-11-14 18:28:17.665992  204.68.140.236 141.248.71.147 TCP 1414 89 + 56338 [ACK] Conversation Filter ) tegment of a reassemble
75 2017-11-14 18:28:17.665998  204.68.148.236 141.248.71.147 TCP 1414 89 + 56338 [ACK] segment of a reassembl|
. . . 76 2617-11-14 18:28:17.666166  141.246.71.147 204.68.140.236 TcP 54 56338 + 80 [ACK] = Cortioh '
° I nte rce ptl ng p rOXI es ( B u rp Su Ite) 77 2017-11-14 18:28:17.702258  141.24.71.147 192.91.146.36 TCP 55 56322 + 80 [ACK] SCTP 4
78 2017-11-14 18:28:17.712261 284.68.148.236 141.248.71.147 TCP 1414 B8 -+ 56338 [A(K] Follow » TCP Stream sembls
79 2017-11-14 18:28:17.712269 284.68.148.236 141.248.71.147 TCP 1414 88 + 56338 [A(K] sembls
80 2017-11-14 18:28:17.712271  204.68.148.236 141.240.71.147 HTTP 16@ HTTP/1.1 208 0K Copy » D i
81 2017-11-14 18:28:17.712491  141.246.71.147 204.68.148.236 TCP 54 56338 > B0 [ACK] SSL Stream
82 2017-11-14 18:28:17.715150  141.249.71.147 204.68.148.236 TCP 54 56338 + 8@ [FIN, Protocol Preferences 4 HTTP Stream
83 2017-11-14 18:28:17.737358  192.91.146.36 141.248.71.147 TCP 66 80 > 56322 [ACK] Decode s...
* Scripting (python) e T L S Y e
86 2017-11-14 18:28:17.794528  192.91.146.36 141.240.71.147 TCP 60 80 + 56321 [ACK] Seq=1 Ack=2 Win=65535 Len=8
87 2017-11-14 18:28:17.817974  Cisco_el:d6:48 Broadcast ARP 60 Who has 141.248.71.1692 Tell 141.240.78.1
88 2017-11-14 18:28:18.120689  141.246.71.147 141.248.71.255 NBNS 92 Name query NB SYSTEMROOT<B@>
89 2017-11-14 18:28:18.253088  141.246.79.106 141.248.71.255 BACnet.. 66 Unconfirmed-REQ who-Is 7627 7627
90 2017-11-14 18:28:18.469437  141.24.71.147 192.132.267.1 DS 87 Standard query @x7b7d A googleads.g.doubleclick.net
91 2817-11-14 18:28:18.581838 141.2408.71.147 284.68.148.33 DNS 87 Standard query ex7b7d A gnngleads‘g.dnubletli:k.net
92 2817-11-14 18:28:18.583276 192.132.287.1 141.248.71.147 DNS 128 Standard query response ex7b7d A gnngleads‘g.dnublecli(k.net CHAME pageadttﬁ‘l.dm
93 2817-11-14 18:28:18.585282 141.248.71.147 192.91.146.36 TCP 54 56333 + 8@ [FIN, A[K] Seq=1 Ack=1 Win=252 Len=8
94 2017-11-14 18:28:18.567698  141.240.71.147 192.91.146.36 TCP 54 56323 > 80 [FIN, ACK] Seq=l Ack=1 Win=256 Len=8
95 2017-11-14 18:28:18.567672  141.240.71.147 192.91.146.36 TCP 1514 56232 » 88 [ACK] Seq=1 Ack=1 Win=256 Len=1468
96 2017-11-14 18:28:18.567769  141.240.71.147 192.91.146.36 TCP 72 56232 > 80 [PSH, ACK] Seq=1461 Ack=l Win=256 Len=18
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OFFENSIVE AREAS TO STUDY

e Common web application security vulnerabilities
* OWASP Top 10

e Configuring a browser to use an intercepting proxy such as
Burp Suite (and how to use that proxy)

. portscanning tools such as nmay A SOLID UNDERSTANDING
UF THE GENERAL

PRINGIPLES / ABILITIES
. Read / wite basic bash & html WILL DO YOU WELL

e Common tools in Kali Linux

e How to use ssh
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HTML & AN INSPECTOR SHOULD BE
FAMILIAR

Ca Console [ Debugger  {} Style Editor (&, Performance  #F Memory = Metwork & Storage

—|— Search HTML
<!DOCTYPE html=
<html lang="en"= &

w <hody class="home"=>

v ]
=!—Google Tag Manager (noscript)—s=
=!—End Google Tag Manager (noscript)——=
«div id="slideshowBackground" style="background-image: url{"/content/dam/lockheed/datascorporate/photo/homes 35—

super—computer—home-192@. jpg" ) ;"== < div=
<div id="footer"== </div=
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Layout Animations Fa
Filter Styles + e .cis
element { inline
1
body.home { inline:15

min—width: 968px;

clientlibs_newll5.css5:175 @screen,

body.home {

background: url{'clientlibs_newl5/us
frefresh/contentBG-Home_4.png') @ @ repeat-x
BT}
1
body { clientlibs_newlS.css:61 @screen, print

e e T a1

Fede D B omest BB esee-d Fr=l === = =

print
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.. AS SHOULD BURP SUITE

Target Proxy Spider Scanner Intruder Repeater Sequencer Decoder Comparer Extender Project options User options Alerts

Intercept HTTP history WebSockets history Options

Filter: Hiding C55, image and general binary content ?
# &  Host Method URL Params  Edited Status Length  MIME type Extension  Title Comment
624 https:/| POST php 200 2208 HTML php

625  https:// POST php 200 2208 HTML php

626 https:// POST php 200 2211 HTML php

627  https:/| GET php 200 5934 HTML php

628  https:// POST php 200 2211 HTML php

6529  https:// POST php 200 5297 HTML php

630 https:// GET php 200 4012 HTML php

631 https:// GET ahp 200 5712 HTML php

632 https:// CET php 200 5934 HTML php

633 https:// POST php 200 2215 HTML php

634 https:// POST php 200 5297 HTML php

635 https:// POST ey.p.. 200 483 HTML php

636 https:/| GET php 200 5642 HTML php

637  https:/| POST 2.php 200 1293988 HTML php

Request Response

Raw Params Headers Hex

DOET Z.php HTTESL.1

Host:

Uzer-igent: Mozillas5. 0 (Macintosh; Intel Mac 05 ¥ 10.13; rw:i&6_0) GeckofZ0100101 Firefoxs5&.0
Aocept: text/html,application/xhtnl+tzml,application/xml;gq=0.9,*/*;gq=0.8

Accept-Language: en-T2, en;q=0_5

Content-Type: application/z-www-form-urlencoded

Content-Length: E4

Refearer: h_php

Cockie: accountUsername=uboaSlé; accountPassword=uboa; PHPSESSID=50bmg7dStnvl®0lletecfdbrl;
_pk_id. 1_10359=8d32750acdfes7£d. 1510744355 1. 1510745255 15107445855, ;

_pk_ref 1 10359=%5B4%Z2322%2C%22%22%201510744855%20%22https%3AsiF4iFwmw. google. comt ZF$2255D; _pk_ses.1_ 1033=*
DNT: 1

Connection: close

Upgrade-Insecure-Regquests: 1

username=%Z7+or+l13301%3E

h term 0 matches
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..LOGS & WIRESHARK TOO

Examining a flat text file that is delimited with a space

|4

GET http://english.yonhapnews.co.kr/ HTTP/1.1 ~
Host: english.yonhapnews.co.kr

Proxy-Connection: keep-alive

Cache-Contra
Praxy-Author:
User-Agent: Mozilla/S.8
safari/537.36
Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=@.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=6.3

Cookie: RMID=1f@101465a8b34T0; _ utmt=1; _ utma=166756533.1651106741.1510653003. 1518653903 . 1510653903 .1;
68756533.3.10.1518683903; _ utmc=16@8756533; _ utmz=168756533.151@683903.1.1. utmesr=google |utmcen=(organic) |
ganic|utmctr=(not¥2@provided); english.ArticleFontSize=1; _ga=GA1.3.1681106741.1510683903;
.3.1696632402.1518683903; BCSI-CS-4b1d@81a427656ca=2;
NSC_wts_xxx1_84=Ffffffff@9@918bf45525d5FAF58455e445a4a423660

If-Modified-Since: Tue, 14 Nov 2017 11:86:61 GMT

I RMTVNTUAABAAAABAT TogAAAAAAARAAAAAAAAAAAAAKADKAAAAAD

windows NT 10.8; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.8.3163.100

HTTP/1.1 487 Proxy Authentication Required |
Proxy-Authenticate: NTLM

TIRMTVNTUAAC g/ gomgySssi IAYgS MAAGAEAF
AVQBTACAATABNAEMATwAUAEMATWBNAAMA I g BIAHT AbwB4AHKAMWE JAC4AIQBZACAABAR tAGMAbWALAGHA DB EAAAANAA=
Cache-Control: no-cache

Pragma: no-cache

Content-Type: text/html; charset=utf-8

Proxy-Connection: Keep-Alive

Set-Cookie: BCSI-CS-4b1d@8lad27656ca=2; Path=/

Connection: Keep-Alive

Content-Length: 981

<HTML><HEAD>
<TITLE>Access Denied</TITLE>
</HEAD>

<BODY>

<FONT face="Helvetica"> |
<big><strong></strong></big><BR>

</FONT>

<blockquote>

<TABLE border=@ cellPadding=1 width="8e%">
<TR><TD>

<FONT face="Helvetica">

<big>Access Denied (authentication failed)</bigs

| | <BR>
<BR>
</FONT> v
5 s, 12 server phis, £+
Entire conversation (13 kB) < Show and save data as | ASCII = Stream
Find: Find Next
Filter Out This Stream Print Saveas Back Close Help

Following a TCP Stream
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..MORE WIRESHARK & SOME PYTHON

M Wireshark . Export - HTTP object list - (m] X
Packet Hostname Content Type Size Filename o
64 tet/html 725 bytes \

80 application/x-ns-proxy-autoconfig 5546 bytes accelerated_pac_base.pac

119 420 bytes

194 text/html 834 bytes urgency.js22017.11,14.01:28

204 tet/html 901 bytes urgency.js22017.11,14.01:28

212 text/javascript 94 bytes urgency.js22017.11.14.01:28

250 471 bytes

263 1472 bytes

264 15 bytes

356 text/htmi 834 bytes

376 text/html 901 bytes

446 tet/html 41kB

565 text/htmi 824 bytes tmp_551_2017111420555,jpg

566 text/htmi 824 bytes YNAReference.min.js?_=1510684105016

570 tet/htmi 824 bytes main@TopRight17ads-top01

574 text/htmi 824 bytes main@x027ads-right02

575 tet/htmi 824 bytes main@x017ads-right01

580 tet/html 824 bytes tmp_3970_20171114193315,jpg

582 tet/html 824 bytes AEN20171114012351320_01_ijpg

583 tet/html 834 bytes AEN20171114010051320_02_i.jpg

586 text/html 884 bytes tmp_10560_20171105103727.jpg

588 text/htmi 824 bytes bnr_sports_pc2018_en.png

641 text/html 901 bytes tmp_551_2017111420555.jpg

663 tet/html 901 bytes main@TopRight1?ads-top01

560 text/html 901 bytes YNAReference.min.js?_=1510624105016 v

< >
Save Save Al Help

Exporting HTTP Objects

»>» encoded = "1b37373331363178151b712b783431333d78307828372d363c7837327832393b3736°
»>»» import binascii

>»» nums = binascii.unhexlify{encoded)

»»» strings = ("'.join(chr{num ~ key) for num in nums) for key in range(256))

»>»» max(strings, key=lambda s: s.count(' '})

Simple Python Encryption Algorithm
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A FEW HANDY TOOLS

* ImageMagick

e https://www.imagemagick.org/download/binaries/ImageMagi
ck-7.0.8-8-portable-Q16-x86.zip

 OllyDbg 1.10
e http://www.ollydbg.de/download.htm

«  x64dbg (snapshot_2018-07-15_19-25) BEH\B :AM _|AQ W_T
H

1 WHAT
LAN D
LPHUL.

e https://sourceforge.net/projects/x64dbg/files/snapshots/ :A 'IH [ =T ES
- L)

WILL BE
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https://www.imagemagick.org/download/binaries/ImageMagick-7.0.8-8-portable-Q16-x86.zip
http://www.ollydbg.de/download.htm
https://sourceforge.net/projects/x64dbg/files/snapshots/

A FEW MORE HANDY TOOLS

e Portable App Platform

* https://portableapps.duckduckgo.com/pacplatform/PortableA
pps.com Platform Setup 15.0.2.paf.exe

* For Windows, these portable apps may be useful
e 7-ZipPortable e gVimPortable
* DiffimgPortable * InkscapePortable

: DiffpdfPortable JPEGViewPortable MANY I]F '|'_ ES E A q E

FileAlyzerPortable KeepNotePortable

NotepadsPorabl AVAILABLE NATIVELY DN

PortableApps.com

winMd5SumPortable |_‘ N I_IX

* FirefoxPortable
* FrhedPortable
e GIMPPortable
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https://portableapps.duckduckgo.com/pacplatform/PortableApps.com_Platform_Setup_15.0.2.paf.exe

ADDITIONAL RESOURGES

e Common web vulnerabilities
* https://www.owasp.org Top 10 for 2017, 2013, 2010

 Tools included in Kali Linux like webshells
* https://tools.kali.org/maintaining-access/webshells

e Bash

» Search for “intro to bash programming” and read the first few
pages of pretty much any result that you find interesting

* Burp Suite
* https://portswigger.net/burp
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https://www.owasp.org/
https://tools.kali.org/maintaining-access/webshells

ADDITIONAL RESOURGES

* Nmap

e Search for common scan syntax — know how to scan common
ports, perform a service scan

e Common Linux commands
* Your favorite search engine will answer all your questions

* awk, cut, sed, wc, less, grep

 Wireshark
e Search for how to filter on IP addres, port, HTTP request
method

e Search for how to follow streams, inspect packet fields

* Search for how to carve files from:
* Pcap, stream, specific packet
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