


Cyber Resiliency Level®

Lockheed Martin’s Cyber Resiliency Level® (CRL™) is a risk-
based methodology used to measure the cyber resiliency 
maturity of a weapon system.  
 
Cyber resiliency is the ability to anticipate, withstand, recover 
from, and adapt to changing conditions in order to maintain 
the functions necessary for mission effective capability123.

CRL® Categories

The CRL provides a structured set of methodologies, 
processes, and practices necessary to measure resiliency 
across six categories. Each category is defined across four 
levels of increasing maturity. These six categories are top 
concerns of the Department of Defense and pulled from 
across their strategy, policies, testimonies, and practices. 
Overview of each category is provided below:

1. Visibility – ability to sense, collect, and fuse data

2. Cyber Hygiene – ability to efficiently assess and 
maintain the effectiveness of cyber controls

3. Requirements – commensurate with mission  
importance, risk, and operational environment

4. Test and Evaluation – ability to measure the 
effectiveness of controls against mission objectives

5. Architecture – ability to maintain capability against 
cyber attacks

6.  Information Sharing – ability to share timely cyber 
threat intelligence and defensive measures to  
mitigate risks

Using the Model 

The CRL model helps measure both the cyber resiliency 
that currently exists and what is planned. Our goal is to 
ensure our customers can operate in and through cyber-
contested environments. Conducting risk and engineering 
assessments and using the model to measure resiliency 
offers insight into mission-critical risk. In an era of scarce 
resources, the CRL model can help stakeholders make 
informed decisions and prioritize cyber spending on the 
most impactful solutions. Assessment practices include 
the National Institute of Standards and Technology (NIST) 
risk assessment process, risk management framework, 
and systems security engineering practices, as well as 
DoD cyber table tops and cyber survivability endorsement 
criteria, cyber ranges, and others. The figure below shows 
the evolution of CRL maturity. The release of this model 
builds on Lockheed Martin’s enduring commitment to 
mission assurance.

For additional information: 
Cybersecurity Fellows Action Team 

Lockheed Martin Corporation
Contact:  cyber.security@lmco.com   

www.lockheedmartin.com/cybersecurity
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