IS Access Authorization and Briefing Acknowledgement Form

| have the necessary clearance for access to the classified system. As a system user, | understand that it
is my responsibility to comply with all security measures necessary to prevent any unauthorized
disclosure, modification, or destruction of information. | am responsible for all actions taken under my
account. | will not attempt to “hack” the system or any connected systems or gain access to data which |
do not have authorized access. | have read or will read all portions of the security plan pertaining to my
level of responsibilities and agree to the following:

10.
11.

12.
13.
14,
15.
16.

17.
18.

19.
20.

21.

22.

23.

Protect and safeguard all information in accordance with the Authorization to Operator (ATO)
and applicable STIG(s).

Fulfill the responsibilities detailed in the Information System Access Authorization Briefing which
is derived from Defense Counterintelligence and Security Agency Assessment and Authorization
Process Manual (DAAPM) General User Requirements.

Protect all media used and generated on the system by properly classifying, labeling,
controlling, transmitting and destroying it in accordance with security requirements and security
classification guide (SCG).

Protect all data viewed on the screens and/or outputs produced at the level of system
processing until it has been reviewed.

Process only data that pertains to official business and is authorized to be processed on the
system.

Use the system for performing assigned duties, never personal business.

Report all security incidents or suspected incidents to the Information System Security Manager
(ISSM) or designee. This includes any indication of intrusion, unexplained degradation or
interruption of services, or the actual or possible compromise of data or file access controls.
Discontinue use of any system resources that show signs of being infected by a virus or other
malware and report the suspected incident.

Challenge unauthorized personnel that appear in work area.

Ensure that access is assigned based on ISSM and Information System Owner (ISO) approval.
Notify the ISSM if access to system resources is beyond that which is required to perform your
job.

Attend user security and awareness training annually and/or as required by the ISSM.
Coordinate user access requirements, and user access parameters, with ISSM and ISO.
Safeguard resources against waste, loss, abuse, unauthorized users, and misappropriation.
Sign all logs, forms and receipts as required.

Obtain permission from the ISSM or designee prior to adding/removing/reconfiguring/ or
modifying any system hardware or software.

Comply with all software copyright laws and licensing agreements.

Ensure all files and media are checked for viruses and malicious logic using a current virus
detection tool prior to, or at the time of introduction to a system.

Prevent non-authorized personnel from accessing the system and/or data.

Notify the ISSM or designee when access the system is no longer needed (i.e., transfer,
termination, leave of absence, or for any period of extended non-use).

Only perform data transfers if authorized by the ISSM. If authorized, Data Transfer Agent (DTA)
authorization/appointment letter and training will be executed. In addition, all data transfers
will be performed in accordance with authorized procedures, including Assured File Transfers.
Follow guidelines regarding the explicit restrictions on the use of social media/networking sites
and posting organizational information on public websites.

Escort non- authorized personnel in such a manner as to prevent their access to data (physical
or visual), which they are not entitled to view.



24. All electronic media downloaded from the IS shall be marked at the highest classification on the
IS.
25. Comply with the following password requirements:
a) Protect system passwords commensurate with the level of information processed on
the system and never disclose to any unauthorized persons.
b) Report suspected misuse or compromise of a password to the ISSM or designee.
c) Report discovery of unauthorized use, possession, or downloading of a password
cracking tool to the ISSM or designee.
d) If access is granted to a Generic/Group account, document actions in a manual log (or
other approved method) to ensure individual user accountability.
e) Users cannot use the same password for different systems with domains of differing
classification levels.
f) Select a password that is a minimum of 15 non-blank characters. The password will
contain a string of characters that does not include the user’s account name or full
name. The password includes one or more characters from at least 3 of the following 4
classes: Uppercase, lowercase, numerical, and special characters.

I understand that all my activities on the system are subject to monitoring and/or audit. Failure to
comply with the above requirement will be reported and may result in revocation of system access,
counseling, disciplinary action, discharge or loss of employment, and/or revocation of security
clearance.



Reguester By signing this request, | acknowledge my understanding of the potential increased risk to the IS security and integrity
- and agree to the requirements stated in IS briefing. | understand that all my activities on the IS are subject to monitoring

Information and/or audit. Failure to comply with the above requirement will be reported and may result in revocation of IS access,
counseling, disciplinary action, discharge or loss of employment, and/or revocation of security clearance.
NOTE: All forms not completed in the entirely or filled out incorrectly will be rejected.
NOTE: If access to a classified machine is not needed, this form is NOT required.

Name: Date:

Email: Company:

Program Supporting (List all that apply):

Briefing Renewal OR DNew Account  AND/OR [ Jractical User

NOTE: Tactical Users will also need to complete the Privileged User Briefing and sign the Acknowledgement

Signature:

IS # associated with this request:

Management
Approval

| agree the above-named individual be authorized to obtain an IS Account on classified
Infrastructure (system identifier above) OR/AND requires access to Tactical systems.

Approver Name:

Date:

Signature

Security Approver

By authorizing the individual named above to have system access, you have verified appropriate
user briefing have been duly executed and are still effective.

Approver Name:

Date:

Signature:

1sso ||
Issm[_]

Clearance Verifica

tion To be completed by Security or other designated Personnel

Clearance: |

Secret | | Interim S | | Top Secret [_] Interim TS |:|

Special Clearance:

NATO |_|

LM Employee: I:l Yes |:|No VAL Exp:
Verifier Name: Date:
Signature: 1sso []

ISSM []
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